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1  INTRODUCTION TO IP TELEPHONY 

 
 
 
1.1  INTRODUCTION 

 
This "Introduction to IP Telephony" section explain s why companies are 
converting some or all of their telephone systems f rom dedicated 
telephone systems (such as PBX) to more standard IP  telephony systems. 
  
These conversions allow for telephone bill cost red uction, increased 
ability to control telephone services, and the addi tion of new telephone 
information services. By upgrading their systems, c ompanies can 
immediately reduce their telecommunication costs 40 % to 80%.  
 
Because IP telephony systems allow the end user and  system administrators 
to setup and disconnect telephone numbers and servi ces, this provides 
increased control over their telephone features and  services. IP 
telephony is usually based on standard data formats  (Internet Protocol). 
This permits information systems (such as product c atalog information) to 
be more easily linked to the telephone system, thus  providing the ability 
for companies to increase sales through interactive  telephone and 
Internet order processing systems. You will learn t hat not all voice over 
data IP telephony systems and services are the same .  
 
There are cost and quality tradeoffs along with com mon problem areas and 
risks. There are many ways these systems can reduce  telecommunication 
costs along with the ability to create new revenue producing services. 
You will understand how you can get better than tel ephone toll quality 
audio, how to maintain or increase system reliabili ty, and new ways to 
use intelligent telephone systems to increase compa ny revenues. You will 
learn how employees can keep their phone numbers an d existing equipment 
(using adapters) and call anywhere in the world usi ng IP telephony 
services. Discover how you can get one (or several)  international 
telephone numbers so your customers can use a local  telephone number to 
call you when you are in another country. You will learn how voice over 
data telephone service usually allows you to setup new telephone services 
instantly, display your accounting records and bill s in real time, and 
allow you to integrate information systems (such as  sales systems) with 
your telephone networks.  
 
This section explains the basics of how voice over data telephone service 
works. This includes how the different ways that vo ice signals can be 
converted to data signals (not all of them are the same) and how the 
conversion process can affect your voice quality. D iscussed are the basic 
processes of sending packets through a data network  (such as the 
Internet) and how the losses of packets (and some d o get lost) do not 
usually affect the voice quality. You will be intro duced to the different 
types of voice over data communication systems that  are used for company 
communication networks. This includes public Intern et telephone services 
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providers (ITSPs), IP Centrex service providers, an d IP private branch 
exchange (iPBX) systems.  
 
Also covered are the functional types of IP telepho ny network equipment 
such as gateways that are used in voice over data n etwork and some key 
issues to consider when deploying VoIP systems. Thi s will help you to 
understand the different types of servers including  proxy servers, 
redirect servers, acess control, provisioning, and policy servers. You 
will learn about telephone number portability.  
 
Next you will learn about the quality of service (Q oS), security, and 
reliability you can expect from voice over data tel ephone systems and 
services. Find out how you can get guaranteed toll quality service with 
some voice over data telephone systems and why you may experience echoes 
and audio distortion on others. Learn about how sec ure your connections 
are and the different forms of security including t he control of physical 
access, authentication checks, and data encryption.  Understand how to 
maximize the reliability of your calls by understan ding the reliability 
of different parts of the network.  
 
Finally, you will discover some of the advanced fea tures and services 
that are possible with Internet telephone service t hat is not possible 
with most traditional telephone systems. This inclu des unified messaging, 
ways to connect telephone extension anywhere in the  world, how you can 
setup one (or many) global telephone numbers that w ill ring to your IP 
telephone without international charges. Learn how voice over data 
telephone service allows you to share notes, pictur es, and files using a 
whiteboard while you are talking for interactive we b seminars (Webinars). 
If you are considering converting some of your tele phone systems and 
services be able to use IP telephony services or yo u just want to know 
more about the options and advantages of IP telepho ny services 
 
 
1.2 NETWORK DIAGRAM 
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[L INUX LIVE CD VOIP  SERVER NETWORK DIAGRAM] 
 
 
1.3 SIP EXPRESS ROUTER (SER) COMPONENT 

 
SIP Express Router (SER) is an industrial-strength,  VoIP server based on 
the Session Initiation Protocol (SIP, RFC3261). It is engineered to power 
IP telephony infrastructures up to large scale. The  server keeps track of 
users, sets up VoIP sessions, relays instant messag es and creates space 
for new plug-in applications. Its proven interopera bility guarantees 
seamless integration with components from other ven dors, eliminating the 
risk of a single-vendor trap. It has successfully p articipated in various 
interoperability tests in which it worked with the products of other 
leading SIP vendors. 
 
Its performance and robustness allows it to serve m illions of users and 
accommodate needs of very large operators. With a $ 3000 dual-CPU PC, the 
SIP Express Router is able to power IP telephony se rvices in an area as 
large as the Bay Area during peak hours. Even on an  IPAQ PDA, the server 
withstands 150 calls per second (CPS)! The server h as been powering our 
iptel.org free SIP site withstanding heavy daily lo ad that is further 
increasing with the popularity of Microsoft's Windo ws Messenger. 
 
The SIP Express Router is extremely configurable to  allow the creation of 
various routing and admission policies as well as s etting up new and 
customized services. Its configurability allows it to serve many roles: 
network security barrier, application server, or PS TN gateway guard for 
example. 
 
1.4 ASTERISK B2BUA COMPONENT 

 
Asterisk B2BUA solution can use IAX2, SIP terminati on providers. Can do 
Codec transcoding. Class 5 telephony features. Dist ributed RTP Proxying. 
Can provide A-Z wholesale service for multi port ga teways, asterisk (SIP 
or IAX2) or other ser proxys. 
 
 
  

 

 

1.5 VOIP ARCHITECTURE AND SECURITY 

 
 
How to assure that your VoIP deployment is secure ?   
 
First we have to accept that security, in general t erms, is overhead. It 
is something we add to the base transport of packet  data. As such, 
security impacts performance, and call quality is o ne aspect of 
performance. To achieve total operational support, we have to balance 
many factors. For some people it is the simple bala nce of security vs. 
quality.  
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Finding balance in the network is much more like ba lancing the tire on a 
car. There are many angles and aspects to consider.  Take firewalls as an 
example. When you inspect packets in a firewall, yo u add latency or 
delay. We often call this nodal delay. If you think  of the firewall as a 
node in the network, through which traffic must be processed, just 
inserting a firewall adds delay. Firewalls operate through a rules engine 
that inpsects each packet and compares it to a set of rules. This takes 
time, and delays processing. 
 
The same types of delays can be added by intrusion detection systems, 
antivurs engines and a number of security measures.  The trick is to 
achieve the best possible security without degradin g VoIP services. 
 
To achieve this balance, it is important to perform  a solid network 
readiness assessment test. You need to evaluate you r requirements, your 
network, and the ability to meet those requirements . This is all part of 
the design phase of building your VoIP service. The n you have to test 
your assumptions about security and call quality to  ensure validity. Can 
your netwokr really support VoIP services without r e-design. 
 
Once you have deployed VoIP, you absolutely need to  perform some 
consistent monitoring of network performance to mea sure ongoing call 
quality. The security posture of a corporate networ k changes constantly. 
New attacks surface, Traffic patterns change. Firew all rules change. And 
this happens every day. Each of these impacts the c all quality your users 
experience. Effective monitoring of a corporate env ironment is needed to 
delivering acceptable call quality. 
 
Perhaps the most important thing to remember is tha t all delay is 
cumulative and impacts end-to-end delay. Delay abso lutely impacts call 
quality. So many things we do to strengthen securit y add delay, that 
maintaining a balance between call quality and secu rity is vital. That 
means you need to deply the right tools. tools to m onitor quality and 
performance, and tools to monitor security. It also  means that the 
service delivery team who supports VoIP services wi ll need to work 
closely with the network security team. 
 
VoIP is unlike email. It's an end-to-end service th at requires care and 
attention to assure appropriate call quality. But, when managed well, it 
brings values in cost savings and efficiency that f ar outweigh the labor 
effort. It really needs to be viewed as a total ser vice 
 
 
1.6  IP PBX BENEFITS 

 

The benefits of replacing your old PBX with an IP P BX 

What is an IP PBX? 
An IP PBX is a complete telephony system that provi des telephone calls 
over IP data networks. All conversations are sent a s data packets over 
the network. 

The technology includes advanced communication feat ures but also provides 
a significant dose of worry-free scalability and ro bustness that all 
enterprises seek. The IP PBX is also able to connec t to traditional 
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PSTN lines via an optional gateway - so upgrading d ay-to-day business 
communication to this most advanced voice and data network is a breeze! 

Enterprises don't need to disrupt their current ext ernal communication 
infrastructure and operations. With IP PBX deployed , an enterprise can 
even keep its regular telephone numbers. This way, the IP PBX switches 
local calls over the data network inside the enterp rise and allows all 
users to share the same external phone lines. 

How it works  

 

 

 

 

Figure 1 - How an IP PBX integrates into the networ k 

An IP PBX or IP Telephone System consists of one or  more SIP phones, an 
IP PBX server and optionally a VOIP Gateway to conn ect to existing PSTN 
lines. The IP PBX server functions in a similar man ner to a proxy server: 
SIP clients, being either soft phones or hardware-b ased phones, register 
with the IP PBX server, and when they wish to make a call they ask the IP 
PBX to establish the connection. The IP PBX has a d irectory of all 
phones/users and their corresponding SIP address an d thus is able to 
connect an internal call or route an external call via either a VOIP 
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gateway or a VOIP service provider.  

THE TOP 10 BENEFITS  

1.6.1  BENEFIT #1: MUCH EASIER TO INSTALL & CONFIGURE THAN  A PROPRIETARY 
PHONE SYSTEM: 

An IP PBX runs as livecd software on a dedicated co mputer and can 
leverage the advanced processing power of the compu ter and user 
interface. Anyone proficient in networking and comp uters can install and 
maintain an IP PBX. By contrast a proprietary phone  system often requires 
an installer trained on that particular proprietary  system! 

1.6.2  BENEFIT #2: EASIER TO MANAGE BECAUSE OF WEB/GUI BAS ED CONFIGURATION 
INTERFACE: 

An IP PBX can be managed via a web-based configurat ion interface or a 
GUI, allowing you to easily maintain and fine tune your phone system. 
Proprietary phone systems have difficult-to-use int erfaces which are 
often designed to be used only by the phone technic ians. 

1.6.3  BENEFIT #3: SIGNIFICANT COST SAVINGS USING VOIP PRO VIDERS: 

With an IP PBX you can easily use a VOIP service pr ovider for long 
distance and international calls. The monthly savin gs are significant. If 
you have branch offices, you can easily connect pho ne systems between 
branches and make free phone calls. 

1.6.4  BENEFIT #4 ELIMINATE PHONE WIRING! 

An IP PBX allows you to connect hardware phones dir ectly to a standard 
computer network port (which it can share with the adjacent computer). 
Software phones can be installed directly onto the PC. You can now 
eliminate the phone wiring and make adding or movin g of extensions much 
easier. In new offices you can completely eliminate  the extra ports to be 
used by the office phone system ! 

1.6.5  BENEFIT #5: ELIMINATE VENDOR LOCK IN! 

IP PBXs are based on the open SIP standard. You can  now mix and match any 
SIP hardware or software phone with any SIP-based I P PBX, PSTN Gateway or 
VOIP provider. In contrast, a proprietary phone sys tem often requires 
proprietary phones to use advanced features, and pr oprietary extension 
modules to add features. 

1.6.6  BENEFIT #6: SCALABLE 

Proprietary systems are easy to outgrow: Adding mor e phone lines or 
extensions often requires expensive hardware module s. In some cases you 
need an entirely new phone system. Not so with an I P PBX: a standard 
computer can easily handle a large number of phone lines and extensions 
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just add more phones to your network to expand! 

1.6.7  BENEFIT #7: BETTER CUSTOMER SERVICE & PRODUCTIVITY:  

With an IP PBX you can deliver better customer serv ice and better 
productivity: Since the IP telephone system  is now computer-based you can 
integrate phone functions with business application s. For example: Bring 
up the customer record of the caller automatically when you receive 
his/her call, dramatically improving customer servi ce and cutting cost by 
reducing time spent on each caller. Outbound calls can be placed directly 
from Outlook, removing the need for the user to typ e in the phone number. 

1.6.8  BENEFIT #8: TWICE THE PHONE SYSTEM FEATURES FOR HAL F THE PRICE! 

Since an IP PBX is software-based, it is easier for  developers to add and 
improve feature sets. Most VOIP phone systems come with a rich feature 
set, including auto attendant, voice mail, ring gro ups, advanced 
reporting and more. These options are often very ex pensive in proprietary 
systems. 

1.6.9  BENEFIT #9 ALLOW HOT DESKING & ROAMING 

Hot desking the process of being able to easily mov e offices/desks based 
on the task at hand, has become very popular. Unfor tunately traditional 
PBXs require extensions to be re-patched to the new  location. With an IP 
PBX the user simply takes his phone to his new desk  No patching required! 

Users can roam too if an employee has to work from home, he/she can 
simply fire up their SIP software phone and are abl e to answer calls to 
their extension, just as they would in the office. Calls can be diverted 
anywhere in the world because of the SIP protocol c haracteristics! 

1.6.10  BENEFIT #10 BETTER PHONE USABILITY: SIP PHONES ARE EASIER TO 
USE 

Employees often struggle using advanced phone featu res: Setting up a 
conference, transferring a call On an old PBX it al l requires 
instruction. 

Not so with an IP PBX all features are easily perfo rmed from a user 
friendly Web GUI. Proprietary systems often require  expensive system 
phones to get an idea what is going on on your phon e system. Even then, 
status information is cryptic at best. 

Conclusion 
Investing in a software-based IP PBX makes a lot of  sense, not only for 
new companies buying a phone system, but also for c ompanies who already 
have a PBX. An IP PBX delivers such significant sav ings in management, 
maintenance, and ongoing call costs, that upgrading  to an IP PBX, should 
be the obvious choice for any company. 
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2  VOIP SOFTWARE APPLIANCE 

The VoIP Software Appliance can provide a private V onage or Grand Central 
type service starting at $399 including 1 year emai l and ssh support.  

Cut costs and expand your office communications to create a seamless 
virtual network of staff who are in-office or worki ng remotely. Can use 
any SIP phone device such as Linksys, Nokia, WM6 or  iPhone.  

 

2.1 FEATURES 

It is based on the Open Standard SIP Express Router  (SER) and Asterisk. 
It can serve as a SIP Proxy, IP PBX, VoIP gateway o r Class 4 or 5 
Softswitch. Carrier Grade. Latest Release cdvoip Ve rsion 2.0.27  

2.2 EASY WEB USER ADMINISTR ATION AND REAL-TIME ACCOUNTING 

 
2.3 ALL IN ONE SOLUTION TO VOI P AND SIP ENABLE YOUR BUSINESS 

 
2.4 ALLOWS YOU TO MAKE YOUR OWN SIP NUMBERING PLAN. CEN TREX SERVICE 

 
  
2.5 CAN BE CONNECTED TO MULTIPLE A-Z WHOLESALE TERMINAT ION PROVIDERS 

AND TO YOUR OWN PSTN TERMINATION GATEWAY/ROUTER 
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2.6 INCLUDES NAT TRAVERSAL, STUN SERVER, MEDIA SERVER F OR CONFERENCE 
CALL BRIDGE, VOICEMAIL TO EMAIL, INCOMING VIRTUAL N UMBERS (DIDS), 
FOLLOW ME FORWARDING 

 
 
2.7 COMMERCIAL PREPAID, POSTPAID AND FLAT RATE ACCOUNT SUPPORT. NO 

CALLING CARD 

 
2.8 REQUIRES NO SOFTWARE INSTALLATION - IT IS A LIVECD (OR USB FLASH DISK) 

 
  
2.9 SUPPORTS ANY SIP SOFT OR HARDWARE PHONES, SUCH AS POPULAR XTEN, 

SIPURA, BUGETONE, LINKSYS PAP2, NOKIA, W M6, IPHONE, FRING AND MORE 

  
2.10 SUPPORTS SIP FOR VIDEO CONFERENCING (XTEN / COUNTERPATH EYEBEAM) 

 
  
2.11 SUPPORTS ENCRYPTION USING INTEGRATED OPENVPN SERVER NEW 

  
2.12 REQUIRES A PC WITH FIXED IP CONNECTION TO THE INTER NET. IDE OR SATA 

HARD DISK TO STORE CALL AND USER DATABASE AND WEB S ITE 

 
  
2.13 REMOTE SSH CONFIGURATION AND ADMINISTRATION HELP 

  
2.14 LIVE DEMO EXAMPLES  FONOSIP.COM VOIP.BRUJULA.NET  
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3 END USER VOIP PRIMER 

 
 
 
3.1  GENERIC ATA CONFIGURATION EXAMPLE 

 

You can use fonosip.com with the following types of  Sip devices:  

�   SIP ATA (Analogue Telephone Adapter)  
�   SIP Router  
�   xDSL Modem  
The most devices are equipped with a combination of  the following ports.  

Example 1  

 
(this is merely an example layout, every type of de vice can be different)  
 

Example 2  

 
(this is merely an example layout, every type of de vice can be different)  
 
�   (A)DSL : connect your line from your (A)DSL provider (not available on 
a ATA)  
�   WAN: connect your line from your xDSL modem/router  
�   LAN: port for your (home) network, you can connect e.g . your PC, lap-
top or wireless router  
�   PHONE: here you can connect your analogue telephone  
�   LINE : connect your analogue (PSTN) telephone line  
�   USB: you can connect PC or lap-top with a free USB por t  

 
Some SIP devices have more than one LAN port and/or  PHONE port available.  
 
For the hardware connections from your SIP device l ook at the above 
information and your user manual. 
After connecting the hardware you have to make sure  that your 
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software is installed and configured the right way.   
 
Software configuration  

 

General   

�   SIP port : 5060  

�   Registrar : fonosip.com 

�   Proxy server : fonosip.com 

�   Outbound proxy server : leave empty 

�   Account name : your fonosip.com username 

�   Password : your fonosip.com password 

�   Display name/number : your fonosip.com username or sip number 

�   Stunserver (option) : stun.fonosip.com 
 

Codecs   

�    G.711 (64 kbps)  

�    G.726 (32 kbps) 

�    G.729 (8 kbps) 

�    G.723 (5.3 & 6.3 kbps) 
 

If you have audio problems:  
Use a STUN server (e.g. stun.fonosip.com) with port  3478 (if supported by 
your device) 
Use the G.711 codec 
For more specific technical information, please vis it the FAQ-pages .  

 
3.2  FREQUENTLY ASKED QUESTIONS (FAQ) 

 

3.2.1  CAN I MAKE FREE PHONE CALLS ? 

Yes, all IP to IP calls are free! Recommend the ser vice to your friends 
and talk to them free even if they are in different  countries. 
Registration is free, the account is created instan tly.  

3.2.2  REASONS TO USE FONOSIP.COM VOIP TECNOLOGY: 

�   Price of the call. In most cases it is much more cost effective. In 
some cases it is free.  
�   Convenience. You may use your address book. You c an call while 
shopping on-line. You can receive calls to your hom e phone number while 
you are traveling. And so much more....  
�   Features. Call forwarding, transfers, conferencin g are on your 
fingertips.  
�   It is open, we peer with most SIP networks, and a lso exchange ENUM 
calls. Which means you can make more free calls.  
�   You can call to/from Skype also  
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�   It is cool!  

3.2.3  CAN I CALL TO REGULAR PHONE LINES OR MOBILE PHONES ?  

Yes, but you need to add credit to your account. Ca lling rates are very 
low.  

3.2.4  CAN I USE THE SERVICE IN ANY COUNTRY ?  

Yes in any country.  

3.2.5  DO YOU PROVIDE TECHNICAL SUPPORT ?  

Yes we provide email technical support. Answer time s are 1 business days, 
on average.  

3.2.6  WHAT ARE THE MINIMUM SYSTEM REQUIREMENTS FOR A SOFTPHONE ? 

To run the xten or counterpath x-lite softphones, y ou need a computer 
with Processor: Pentium II 400 or faster Memory: 64 MB RAM or better. In 
addition you can use a wide range of hardware VoIP SIP adaptors and 
phones.  

3.2.7  WHAT TYPE OF INTERNET CONNECTION DO I NEED? 

Broadband is required for the FREE X-Lite client. F or dial-up users, 
G.729 compression is required and is delivered thro ugh the commercial 
version of the Xten Softphone X-Pro. Or any other S IP phone that supports 
G729.  

3.2.8  WHY USE SIP ? 

SIP has many advantages over propietary solutions s uch as Skype and 
others. Many more phones support it, including GSM and WIFI phones. And 
you have the option of using the best compression c odec available, which 
is G729  

3.2.9  DO I NEED COMPUTER SPEAKERS AND A MICROPHONE? 

If your PC has a sound card installed, then all you  need are your 
computer speakers (internal or external) and a PC m icrophone (internal or 
external). However, a computer headset with microph one should be used and 
is strongly recommended to avoid echoing.  

3.2.10  WHAT KIND OF HEADSET SHOULD I USE? 

You need a computer headset, not a telephone headse t. A computer headset 
has two separate connectors - one for the microphon e, and one for the 
speaker (some newer headsets connect via USB, which  are very good). Also 
make sure that the headset has a microphone.  

3.2.11  FREE WASHINGTON STATE NUMBER 

Free washington state DID number.  
If you get a message "already have an account"  
Check your ipkall account here http://phone.ipkall. com/ipphone 
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http://phone.ipkall.com/ipphone/forgot.asp  

3.2.12  TESTING THE SERVICE 

To test the service dial 393613  for an echo test (A service in the USA 
that test the quality / latency of your connection) . Also dial 555, 411, 
393514, 8004.  

Or dial one of the Service Numbers  

3.2.13  PREMIUM ACCOUNTS 

VoIP.brujula.net and FonoSIP.com are the same compa ny, but all premium 
accounts have been moved to the fonosip.com server.   

3.2.14  FREE ACCOUNTS 

For testing free accounts make sure you set the sip  proxy to 
voip.brujula.net (not fonosip.com). See help manual s at 
voip.brujula.net/english/ayuda.html  

3.2.15  TROUBLESHOOTING - MY PHONE CAN NOT LOG IN 

If the phone fails to login, or get one way audio, please take the time 
to double check your configuration as above.  
If everything appears to be correct, the problem ma y be your firewall  
�   If you are running XP, try disabling the built in  firewall.  
�   If your router/firewall suports DMZ, put your har dware phone in the 
DMZ area  
�   If you have an external firewall try opening SIP ports  
SIP signalling ports (UDP) = 5060 - 5061  
DNS port (UDP) = 53  
TFTP port (UDP) = 69  
RTP/RTCP ports (UDP) = 10000 - 30000  

Mode details on Router/Firewall SIP Troubleshooting   
http://www.fonosip.com/english/trouble.html  

3.2.16  TROUBLESHOOTING - VOICE QUALITY 

If you experience low voice quality make sure:  
�   Your SIP phone is configured to use codec G729 as  priority one  
�   Your local internet connection is not congested b y a large file 
download. In that case you can improve your network  with an intelligent 
switch such as the Encore 8 port with 1 VoIP Port N HG08. Or Linux LiveCD 
Router which also can prioritize UDP VoIP packets  

3.2.17  TROUBLESHOOTING - FIREWALL BLOCKED PORTS 

We offer an optional Secure encryption OpenVPN acce ss, available for any 
softphone on windows, mac, linux. Can also be used with hardware phones 
behind cisco and openwrt routers/gateways.  

In addition, connecting to the voip server using th e VPN can improve the 
quality of your connection since most ISPs give pri ority to encrypted 
traffic.  
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It can also solve ISP filtering and firewall or NAT  traversal issues.  

3.2.18  DID NUMBER PORTING ? 

We do not provide DID service number porting. We as sign new numbers for 
each DID we provision.  

3.2.19  WHY INVEST IN A CODEC G729 ? 

Unfortunately all softphones that support the codec  G729 are paid. This 
is because G729 is patented. But it is worth the pr ice since you will 
minimize the traffic needed for voip, thus getting higher quality of 
service under more network conditions. Also support  of G729 by 
fonosip.com is a benefit that free services such as  skype or IM based 
networks can not afford to provide, since they must  distribute the 
softphones for free.  

3.2.20  ADVANCED TROUBLESHOOTING 

�   Troubleshooting - More than one sip phone behind NAT Router  
�   Troubleshooting your SIP connection  
�   Troubleshooting - Firewall blocked ports or ISP f iltering advanced 
troubleshooting 
 
 
3.3  OPENVPN 

 

3.3.1  SECURE ECRYPTION OPENVPN ACCESS   

Secure encryption OpenVPN access, available for any  
softphone on windows, mac, linux, windows mobile. C an also 
be used with hardware phones behind openwrt or linu x 
routers/gateways.  

In addition to providing private calls, connecting to the 
FonoSIP server using the VPN has the following bene fits:  

�   can improve the quality of your voip connection s ince most ISPs give 
priority to encrypted traffic.  
�   can solve ISP filtering (in UAE or Mexico for exa mple)  
�   can solve firewall or NAT traversal issues.  

 

3.3.2  INSTALL THE OPENVPN 2.1 CLIENT 

�   Download the openvpn windows client from this link   
�   Windows Mobile from this link   

3.3.3  OPENVPN 2.1 CLIENT QUICKSTART FOR WINDOWS 

The OpenVPN Client requires a configuration file an d key/certificate 
files. You will receive these from fonosip.com. Onc e you have them save 
them to \Program Files\OpenVPN\config.  



L INUX L IVECD V OIP SERVER A DMINISTRATOR M ANUAL  

 
23 

To start OpenVPN, first run the OpenVPN GUI by doub le clicking the 
desktop icon. Note that on Windows Vista, you will probably need to run 
the OpenVPN GUI with administrator privileges, so t hat it can add routes 
to the routing table that are pulled from the OpenV PN server. You can do 
this by right clicking on the OpenVPN GUI desktop i con, and selecting 
"Run as administrator".  

The OpenVPN GUI is a system-tray applet, so an icon  for the GUI will 
appear in the lower-right corner of the screen. Rig ht click on the system 
tray icon, and a menu should appear showing the nam es of your OpenVPN 
configuration files, and giving you the option to c onnect.  

3.3.4  FAQ 

Q:  What are the advantages of your VPN services for m y VOIP business?  

You get tons of benefits from our VPN services:  

�   1. VOIP Traversal (nobody can block your VOIP tra ffic) - your local 
ISP can't block your VOIP calls any more. Through V PN service, all VOIP 
data are encrypted with 1024 bits SSL and tunneled within VPN packets. 
Your VOIP traffic doesn't run on famous VOIP ports,  no SIP signal packet 
pattern can be matched by ISP.  
�   2. Privacy & Security (nobody can find out that y ou are running VOIP 
traffic) - your local ISP can't figure out what app lications you are 
running with the internet connection, and the highe st encrypted VPN 
packet doesn't make any sense to the network monito r. Thus, no one can 
find that you are running VOIP traffic through the network, and on one 
can sniff the VOIP phone call conversation.  
�   3. Flexibility (you can run VOIP service with any  kind of internet 
connection) - the VPN router works with almost any kind of network 
connection, it can always establish reliable and st eady VPN connection 
with our VPN Servers, even you have only dynamic or  private IP for the 
internet.  
�   4. Convenience (you get static public IP for your  VOIP device) - with 
a static public IP, you can easily run VOIP inbound  or traffic exchange 
service, no headache NAT port mapping or DMZ settin g required any more. 
Some VOIP gateways or VOIP softswitch which don't s upport NAT traversal 
also work 100% in such a deployment.  
�   5. Phone call quality (get better voice quality w ith higher MOS 
result) - People may get surprised but it's true, t hat in professional 
tests, under the same network condition, SSL VPN ne twork provides better 
voice quality than regular network.  

Q:  I am told that using VOIP crossing the VPN system can actually improve 
the voice quality, is it true?  

Yes, that's true. Our solution is industry advanced  1024 bits SSL based 
VPN network, the improvement of voice quality (as m easured by MOS scores) 
comes to encapsulating the UDP VOIP voice packets (  RTP and RTCP ) into 
TCP/IP. Please refer to some professional publishin gs concerning this 
topic:  

Network World - Test shows VoIP call quality can im prove with SSL VPN 
links link   
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O'Reilly Emerging Telephony Strangely - SSL VPNs ca n help VoIP call 
quality link   
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4  LINUX LIVECD VOIP SERVER 

This section is specific for the SER / Asterisk sol ution of the Linux 
LiveCD VoIP Server 
 
 
4.1  LIVECD PRODUCT DESCRIPTION  

 
The Linux LiveCD VoIP Server can be used to provide  a Vonage or 
FonoSIP.com type service, or to create a voip pbx f or a business with 
thousands of phones.  
It is based on the Open Standard SIP Express Router  (SER) and Asterisk. 
It can serve as a SIP Proxy, VoIP PBX, VoIP gateway  or Class 5 
Softswitch. new  
 
·  Easy Web user administration and real-time accounti ng.  
·  All in one solution to VoIP and SIP enable your bus iness.  
·  Allows you to make your own SIP numbering plan. Cen trex service.  
·  Can be connected to multiple A-Z wholesale terminat ion providers and 

to your own PSTN termination gateway/router.  
·  Includes nat traversal, media server for conference  call bridge, 

voicemail to email, incomming DID numbers.  
·  Commercial pre-paid, post-paid and flat rate accoun t support. No 

calling card (no b2bua in base system).  
·  Requires no software installation - it is a liveCD.  Supports any SIP 

soft or hardware phones, such as popular XTen, Cisc o ATA 186, 
Grandstream, Sipura, Bugetone, Linksys PAP2 and mor e.  

·  Requires a PC with fixed ip connection to the inter net. 128 MBytes of 
RAM, CDRom reader and ide hard disk or flash disk t o store call and 
user database and web site.  

·  Remote ssh configuration and administration help  
 
Live Demo Examples  FonoSIP.com  VoIP.brujula.net   
 
 
 
 
 
 

VoIP Server - Base System 

 
Additional software module for multi domain, multi brand, distributor, and reseller support. Can 
provide A-Z wholesale service for multi port gateways, asterisk (sip only) or other ser proxys. 
Price US$ 399. Buy with PayPal Buy with 2Checkout  

 
 
4.2  ADDITIONAL MODULES 
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Optional Advanced Modules 

 
Additional software module for multi domain, multi brand, distributor, and reseller support. Can 
provide A-Z wholesale service for multi port gateways, asterisk (sip only) or other ser proxys. 
Price US$ 399. Buy with PayPal Buy with 2Checkout  

 

Asterisk B2BUA solution. Can use IAX2, H323 and SIP termination providers. Can do Codec 
transcoding. Class 5 telephony features. Distributed RTP Proxying. Can provide A-Z wholesale 
service for multi port gateways, asterisk (SIP or IAX2) or other ser proxys. Price US$ 449. Buy 
with PayPal Buy with 2Checkout  

 
Aditional license for geographically distributed asterisk B2BUA. For distribution of RTP Proxy 
streams. This can guarantee quality of service. 1 license per machine. Price US$ 199. Buy with 
PayPal Buy with 2Checkout  

 

2nd license for high availability SER backup machine using DNS SRV Resource Records. NOTE 
it only works if the sip phone user agent (UA) supports DNS SRV. Price US$ 199. Buy with 
PayPal Buy with 2Checkout  
 

 
 
 
 
 
4.3 FAQ LINUX LIVECD VOIP SERVER 

 
FAQ 
 
Linux LiveCD VoIP Server 
http://www.wifi.com.ar/english/voip.html 
 
 
 
 
 
- Does it support Hard Disk Install ? 
 
No, the base system always boots from the liveCD. B ut once  
it does that it runs from RAM only. Web server and Mysql  
run from hard disk. 
 
Advantages: base system can not be broken. Simple u pgrade, just  
change the cd. Support is much easier thus price is  lower. 
 
 
- LiveCD Reliability 
 
We have over 50 server installations. Some servers have more  
than 10,000 active users and have been up for 12 mo nths  
continuously. 
 
 
- How much bandwidth per call do I need ? 
 
None on the default configuration. Which only does  
call setup and acounting. The sip phone connects  
directly to the voip gateway.  
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If you use the asterisk b2bua (included as an extra  module),  
then you need to carry the traffic of the rtp strea ms on your  
server. Or on the geographically distributed RTP pr oxy servers.  
 
 
- What computer do I need ? 
 
We are running fonosip.com with an AMD Duron 2000 a nd 512 MBytes  
of ram. With 10,000 active users and a cpu average usage under 10% 
So the answer is: you do not need a big machine 
 
 
- What hard disk do I need ? 
 
You can use ide, scsi or software raid (preferred i de).  
No support for disk arrays or sata.  
We prefer ide. you can do network replication of yo ur database  
data for security 
 
 
- What does it mean no B2BUA in base package ? 
 
The base solution does not include back to back use r agent  
(B2BUA). Thus you can not cut a call in progress.  
 
But it is not a problem for monthly or business use rs, or credit  
card users (Fonosip.com style business).  
In addition it allows the sip phone to connect  
directly to the pstn gateway, after autentication a nd accounting.  
Lowering your bandwidth bill and lowering delay and  latency for  
the user.  
 
For providing wholesale or call shop services it is  recommended  
to use the extra module asterisk b2bua 
 
 
- Which codecs are included ? 
 
The base solution is a sip proxy, so the codecs are  controlled  
by the sip phone and the pstn gateway. 
 
In the B2BUA astersik solution you have G711, gsm, ilbc. And can  
do pass-through g723, g729 
 
 
- What version of linux do I need ? 
 
None linux is included in the livecd. You don't nee d to  
install anything.  
 
 
- What size hard disk do I need ? 
 
5 Gbytes or larger. 
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- Can I run it without a hard disk ? 
 
Yes, but mainly for demo and testing purposes, sinc e you will  
not be able to keep call accounting or user databas e in case of  
a power loss. 
 
An RTP proxy box may run without a had disk, saving  config to  
floppy. 
 
 
- Can I do SER high availability ? 
 
Yes, using a second server machine and  
DNS SVR Resource Records. But note that not all UAs  support  
this.  
 
- Can I do RTP Proxy high availability ? 
 
Yes, using multiple machines for RTP Proxy. Can als o be  
geographically distributed.  
 
 
- What happens if I loose a BYE message ? 
 
If you loose a bye message from your gateway, or a sip phone  
crashes, and you do not use B2BUA:  
you need to make sure your gateway has an rtp timeo ut.  
If you use a cisco gateway such cisco 5300 make sur e you run  
the latest IOS, and set rtptimeout to 1 minute or s o.  
 
That way you will not miss any calls on your accoun ting.  
Or get any runaway calls.  
 
Good voip termination providers in this respect are   
fonosip.com, voip.brujula.net (of course :) 
 
But under some UA / Gateway combinations you may al ways loose  
some BYEs (maybe 1%). To avoid that completely you need a B2BUA  
(provided in the extra module asterisk b2bua) 
 
 
- When do I need the Asterisk B2BUA module ? 
 
If you will use your own cisco 5300s, or you contro l all of  
your pstn gateways, then the base system might be e nough for  
you. 
 
The additional b2bua is required when you use many different  
gateways, and some do not support rtp timeout. In t his case  
to guarantee your CDRs you need the B2BUA.  
 
You also need this module if you want to do RTP geo graphycal  
distribution (to guarantee QoS), or codec transcodi ng. 
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- Is there any way to try/test/demo the functionali ties of  
this solution for some limited time? 
 
There is a live demo site at FonoSIP.com.  
But we do not have a demo site for the admin side o f the  
solution. Just the screenshots on the web.  
There is no limited time demo product. 
 
 
- init: Id s2 respawning too fast: disabled for 5 m inutes 
  what can be done about this problem ? 
 
This is due to the console port not finding your se rial port 1. 
You can disable it it by commenting 
 
#s2:12345:respawn:/sbin/agetty -L ttyS1 9600 vt100 
 
on /etc/inittab 
 
and restarting inittab with: 
init q 
 
 
 
 



L INUX L IVECD V OIP SERVER A DMINISTRATOR M ANUAL  

 
30 

 
4.4  LIVECD VOIP SERVER NETWORK DIAGRAM 

 
 

 
 

[Linux LiveCD VoIP Server Network Diagram] 
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4.5  WEB ADMINISTATOR SCREEN CAPTURES 

 

 

Screen Capture 5.5.1 
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Screen Capture 5.5.2 
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Screen Capture 5.5.3 
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Screen Capture 5.5.4 
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Screen Capture 5.5.5 

Screen Capture 5.5.6 
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4.6 QUICK START GUIDE 

 
Linux LiveCD VoIP Server 2.0 
http://www.wifi.com.ar/english/voip.html 
 
 
 
 
 
 
To start please download the iso file and burn it o n a bootable CD. 
 
For help on how to make a bootable cd see 
http://www.wifi.com.ar/doc/faq.txt.html 
 
 
Then you need to boot the cd on your server. The se rver machine must  
have at least 128 MBytes of RAM, and an IDE hard di sk (no sata).  
And an internet connection with a fixed public IP. 
 
 
Boot your machine from the cd.  
login with username: root password: cdrouter  
and set the ip address using the command: 
 
netconfig 
sh /etc/rc.d/rc.inet1 
 
for help on ip address configuration see 
http://www.wifi.com.ar/doc/README.txt.html 
 
 
Once your machine is connected to internet with its  ip address and a  
computer name and domain pointed to it. Send us the  information and we  
will configure the mysql database and html site on your hard disk. 
 
NOTE: Once the Domain name has been chosen it is no t easy to change,  
since all users are recorded with the domain name, so if you change it  
you will have to update the config of each user's p hone 
 
 
Contact us at info@wifi.com.ar 
 
 
NOTE: HARD DISK Install 
- Make a 150MBytes partition hda1 with format FAT16  and extract  

cdrouter-2027.tar to it 
- Make a second partition hda2 with the bulk of the  hard disk 
  space of format ext3 
- Make a third partition hda3 of size 512M or 1G of  swap format 
- make the disk bootable by running /boot/bootinst. sh 
 
If you are not familiar with fdisk, formatting, etc .. boot from the iso 
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livecd, setup the ip and we can do all your partiti oning/formatting for 
you. 
 
 
For administration manuals and documentation see: 
 
http://www.wifi.com.ar/doc/voip/ser/voip-quickstart -howto.html 
http://www.wifi.com.ar/doc/voip/ser/voip-administra tion-guide.html 
 
http://www.wifi.com.ar/doc/voip/ser/seruser.html.ht ml 
http://www.wifi.com.ar/doc/voip/ser/ser.shtml.html 
http://www.wifi.com.ar/doc/voip/ser/ser-howto.html. html 
 
VoIP Tutorials 
http://www.wifi.com.ar/english/doc/tutorial/ 
 

4.7 QUICK START ADMINISTRATION GUIDE 

 
Voip server administration guide 
http://www.wifi.com.ar/english/voip.html 
 
 
 
 
 
- Important configuration and startup files 
 
/usr/local/etc/ser/ser.cfg 
/htdocs/config.php 
 
 
- Save settings for reboot  
 
check your startup files  
/mnt/hda2/voip/startup/rc.local 
 
make your bios boot sequence start with the cdrom 
 
 
- To create new voip users 
 
use the subscribe web form at 
http://ip.of.cdrouter/user_interface/reg/index.php 
 
you have to click on the link that you will receive  by email to create  
the account 
 
 
Alternatively, from the command line 
 
export SIP_DOMAIN="testvoip.com" 
serctl add 8888 passwd your@email.com 
you will be asked for the ser database password (he slo) 
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- Test calls 
 
Use xten lite to register with the server and make test  
calls to 393613, 411, 1800...., 613 
 
 
- Administration Interface 
 
http://ip.of.cdrouter/admin/index.php 
initial user admin/heslo 
 
 
- To add a pstn termination provider 
 
on the file /usr/local/etc/ser/ser.cfg 
 
modify these lines with your termination provider 
 
       # send out 00 prefix to wholesale voip.bruju la.net termination 
        if (uri=~"^sip:00[0-9].*@.*") { 
               if (!is_user_in("From", "ld")) { 
                       sl_send_reply("403", "Paymen t required"); 
                       break; 
                }; 
                setflag(1); 
                rewritehostport("voip.brujula.net:5 060"); 
                if (!t_relay()) { 
                        sl_reply_error(); 
                }; 
                break;    
        }; 
 
to restart ser run 
sh /usr/local/etc/ser/restart-ser 
 
check /var/adm/syslog to make sure there are no err ors 
tail --lines=50 /var/adm/syslog 
 
 
 
- Add credit to subscriber accounts 
 
Use web admin interface 
http://ip.of.cdrouter/admin/index.php 
 
Alternatively: 
To add credit to subscriber accounts use the myadmi n mysql web  
interface.  
http://ip.of.cdrouter/myadmin/index.php 
 
Select ser, table balance 
 
and insert a row such as 
 
username saldo last_modified 
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81010   10  0000-00-00 00:00:00 
 
You also need to assign LD grp to the user by inser ting this  
info in the grp table 
 
username        grp   last_modified 
81010           ld      0000-00-00 00:00:00  
 
 
- Add / modify destinations on rate table 
 
Use the myadmin mysql web interface 
http://ip.of.cdrouter/myadmin/index.php 
 
click on the table rate. examples are: 
 
codigo      nombre      tarifa      last_modified 
54  Argentina  0.03942  0000-00-00 00:00:00 
1  USA   0.01900  0000-00-00 00:00:00 
1800  USA Toll Free  0.00000  0000-00-00 00:00:00 
1888  USA Toll Free  0.00000  0000-00-00 00:00:00 
 
To import a csv file click on the SQL tab 
then click on the link at the bottom of the page: 
insert data from a textfile into table 
 
 
- Security 
 
mysql network access has been disabled at /etc/my.c fg  
so access is only allowed from localhost.  
thus you can safely leave the default password ser/ heslo, and  
root mysql password cdrouter 
 
access to the serweb admin interface can be protect ed using a file 
/htdocs/admin/.htaccess 
 
access to the mysql web interface can be protected using a file 
/htdocs/myadmin/.htaccess 
 
an example file is located at  
/htdocs/myadmin/htaccess 
 
root passwd (for ssh) should be changed using the c ommand passwd 
 
 
- Web interface modification 
 
All html files are located at the /html directory 
use the inlcuded editor pico or vi to edit them 
 
Important files are: 
 
/htdocs/index.html 
/htdocs/page.php 
/htdocs/prolog.html 
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/htdocs/epilog.html 
/htdocs/config.php 
/htdocs/user 
 
- Voicemail to email 
 
To modify the email that is sent to the user modify  the file:  
/usr/local/lib/sems/plug-in/mail.template 
 
 
- Swap space 
 
It is recommended to have a swap space on the hard disk 
such as a partition with 512 MBytes 
 
for example to create it with 
mkswap -c /dev/hda1 
 
it will be used automatically on the next reboot of  the livecd 
 
 
 
- If you have corruption on a mysql table 
 
you can fix it on the myadmin web interface using t he "operations" tab 
 
or from the command line with the command: 
mysqlcheck --password=cdrouter --auto-repair --all- databases 
 
 
 
- cron administration commands 
 
to make ser server statistics 
/htdocs/admin/cron_job#  
php -q read_ser_moni.php | cat >> read_ser_moni.log  
 
to keep the balance table up to date 
/htdocs/admin/cron_job# php -q do-balance.php 
 
to backup your mysql database you can use the comma nd 
mysqldump --user ser --password=heslo ser | gzip > ser.sql.gz 
 
 
 
- hard disk setup example 
 
example partitions: 
 
Command (m for help): p 
 
Disk /dev/hda: 40.0 GB, 40020664320 bytes 
255 heads, 63 sectors/track, 4865 cylinders 
Units = cylinders of 16065 * 512 = 8225280 bytes 
 
   Device Boot    Start       End    Blocks   Id  S ystem 
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/dev/hda1             1        63    506016   82  L inux swap 
/dev/hda2            64      4865  38572065   83  L inux 
 
 
example format commands: 
 
mkswap -c /dev/hda1 
mke2fs -j /dev/hda2   
tune2fs -i 0 /dev/hda2 
 
 
 
- mysql db creation 
 
if you need to recreate you mysql db from scratch 
 
# create mysql databases 
 su - mysql 
 mysql_install_db 
 
# Start mysql 
 su - 
 /usr/bin/mysqld_safe -O max_connections=1000 & 
 /usr/bin/mysqladmin -u root password cdrouter 
 
# create ser databases 
 /usr/local/sbin/ser_mysql.sh create 
 
 

4.8 SER.CFG DEFAULT CONFIGURATION 

 

# 

# $Id: ser.cfg,v 1.21.4.1 2003/11/10 15:35:15 andre i Exp $ 

# 

# simple quick-start config script 

# 

 

# ----------- global configuration parameters ----- ------------------- 

 

#debug=3         # debug level (cmd line: -dddddddd dd) 

#debug=1 
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#fork=yes 

#log_stderror=no # (cmd line: -E) 

 

/* Uncomment these lines to enter debugging mode  

debug=7 

fork=no 

log_stderror=yes 

*/ 

 

#debug=3 

check_via=no # (cmd. line: -v) 

dns=no           # (cmd. line: -r) 

rev_dns=no      # (cmd. line: -R) 

#port=5060 

#children=4 

fifo="/tmp/ser_fifo" 

 

#listen=200.68.120.88 

#alias="brujula4.brujula.net" 

alias="testvoip.com" 

alias="testvoip2.com" 

 

 

# blind test ? 

#syn_branch=no 
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# ------------------ module loading --------------- ------------------- 

 

# Uncomment this if you want to use SQL database 

loadmodule "/usr/local/lib/ser/modules/mysql.so" 

 

loadmodule "/usr/local/lib/ser/modules/sl.so" 

loadmodule "/usr/local/lib/ser/modules/tm.so" 

loadmodule "/usr/local/lib/ser/modules/rr.so" 

loadmodule "/usr/local/lib/ser/modules/maxfwd.so" 

loadmodule "/usr/local/lib/ser/modules/usrloc.so" 

loadmodule "/usr/local/lib/ser/modules/registrar.so " 

loadmodule "/usr/local/lib/ser/modules/acc.so" 

loadmodule "/usr/local/lib/ser/modules/msilo.so" 

loadmodule "/usr/local/lib/ser/modules/domain.so" 

loadmodule "/usr/local/lib/ser/modules/nathelper.so " 

loadmodule "/usr/local/lib/ser/modules/group.so" 

 

# Uncomment this if you want digest authentication 

# mysql.so must be loaded ! 

loadmodule "/usr/local/lib/ser/modules/auth.so" 

loadmodule "/usr/local/lib/ser/modules/auth_db.so" 

 

# answering machine 

loadmodule "/usr/local/lib/ser/modules/vm.so" 
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# ----------------- setting module-specific paramet ers --------------- 

 

 

# --domain module-- 

modparam("usrloc", "db_url", "mysql://ser:heslo@loc alhost/ser") 

modparam("domain", "db_mode", 1) 

modparam("domain", "domain_table", "domain") 

modparam("domain", "domain_col", "domain") 

 

# --vm params-- 

modparam("voicemail", "db_url", "mysql://ser:heslo@ localhost/ser") 

 

# --msilo params-- 

#modparam("msilo", "registrar", "sip:registrar@bruj ula4.brujula.net") 

#modparam("msilo", "db_url", "mysql://ser:heslo@loc alhost/ser") 

 

# --group authorization 

modparam("group", "db_url", "mysql://ser:heslo@loca lhost/ser") 

modparam("group", "table", "grp") 

modparam("group", "user_column", "username") 

modparam("group", "group_column", "grp") 

 

# --acc params-- 

modparam("acc", "log_level", 1) 

modparam("acc", "log_flag", 1) 

modparam("acc", "log_missed_flag", 2) 
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modparam("acc", "log_fmt", "fimos") 

modparam("acc", "db_url", "mysql://ser:heslo@localh ost/ser") 

modparam("acc", "db_missed_flag", 2) 

modparam("acc", "db_flag", 1) 

 

# -- usrloc params -- 

 

#modparam("usrloc", "db_mode",   0) 

 

# Uncomment this if you want to use SQL database  

# for persistent storage and comment the previous l ine 

modparam("usrloc", "db_mode", 2) 

 

# -- auth params -- 

# Uncomment if you are using auth module 

# 

modparam("auth_db", "calculate_ha1", yes) 

# 

# If you set "calculate_ha1" parameter to yes (whic h true in this 
config),  

# uncomment also the following parameter) 

# 

modparam("auth_db", "password_column", "password") 

 

# -- rr params -- 

# add value to ;lr param to make some broken UAs ha ppy 

modparam("rr", "enable_full_lr", 1) 
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# -------------------------  request routing logic ------------------- 

 

# main routing logic 

 

route{ 

 

 

        # labeled all transaction for accounting 

#        setflag(1); 

 

        if(method=="INVITE" || method=="BYE") 

                setflag(1); 

 

 # initial sanity checks -- messages with 

 # max_forwards==0, or excessively long requests 

 if (!mf_process_maxfwd_header("10")) { 

  sl_send_reply("483","Too Many Hops"); 

  break; 

 }; 

 if ( msg:len > max_len ) { 

  sl_send_reply("513", "Message too big"); 

  break; 

 }; 
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 # we record-route all messages -- to make sure tha t 

 # subsequent messages will go through our proxy; t hat's 

 # particularly good if upstream and downstream ent ities 

 # use different transport protocol 

 record_route();  

 # loose-route processing 

 if (loose_route()) { 

  t_relay(); 

  break; 

 }; 

 

 

 

        # Make MSN Messenger happy... 

#        if (method=="REGISTER") { 

#                  log(1,"Register message\n"); 

#                  save("location"); 

#                  sl_send_reply("200","ok"); 

#                  break; 

#        }; 

 

 

   

 

 

   # send out 393 prefix to FWD 
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   if (uri=~"^sip:393[0-9]*@.*") { 

      strip (3); 

      rewritehostport("fwd.pulver.com:5060"); 

                if (!t_relay()) { 

                        sl_reply_error(); 

                }; 

      break; 

   }; 

 

 

        # send out 411 to FWD (1 800 555 TELL) 

        if (uri=~"^sip:411@.*") { 

                rewritehostport("fwd.pulver.com:506 0"); 

         if (!t_relay()) { 

                 sl_reply_error(); 

  };  

 #definitely needed !      

 break; 

 }; 

 

 

 

# sems echo test, conference bridge configuration 

 

 

if( uri =~ "sip:511.*@.*" | uri =~ "sip:613@.*" | u ri =~ 
"sip:958.*@.*") { 
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if(method=="ACK" || method=="INVITE" || method=="BY E"){ 

        if(t_newtran()){ 

                t_reply("100","Trying -- just wait a minute !"); 

 

                        if(method=="INVITE"){ 

                                log(1,"************ **** vm start - 
begin *********\n"); 

  

 

    if( uri =~ "sip:511.*@.*" ) { 

                                if(!vm("/tmp/am_fif o","conference")){ 

                                   log("could not c ontact the 
conference machine\n"); 

                                   t_reply("500","c ould not contact 
the conference machine"); 

                                }; 

    }  

 

                                if( uri =~ "sip:613 @.*" ) { 

                                if(!vm("/tmp/am_fif o","echo")){ 

                                   log("could not c ontact the echo 
machine\n"); 

                                   t_reply("500","c ould not contact 
the echo machine"); 

                                }; 

                                }   
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    if( uri =~ "sip:958.*@.*" ) { 

                                
if(!vm("/tmp/am_fifo","number_reader")){ 

                                   log("could not c ontact the number 
reader machine\n"); 

                                   t_reply("500","c ould not contact 
the number reader"); 

                                }; 

                                } 

 

 

                    log(1,"**************** vm star t - end 
******************\n"); 

   break; 

                        }; 

 

 

                        if(method=="BYE"){ 

                                log(1,"************ **** vm end - begin 
******************\n"); 

                                if(!vm("/tmp/am_fif o","bye")){ 

                                        log("could vm end to sems 
\n"); 

                                        t_reply("50 0","could not 
contact sems"); 

                                }; 

                                log(1,"************ **** vm end - end 
******************\n"); 

                                break; 

                         }; 
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                } 

                else { 

                        log("could not create new t ransaction\n"); 

                        sl_send_reply("500","could not create new 
transaction"); 

                }; 

}; 

} 

 

 

 

 

 

 

 # if the request is for other domain use UsrLoc 

 # (in case, it does not work, use the following co mmand 

 # with proper names and addresses in it) 

 

 if (uri==myself | uri=~"^sip:.*@testvoip.com"  

  | uri=~"^sip:.*@testvoip2.com" ) { 

 

        if (method=="REGISTER") { 

 

                        # Uncomment this if you wan t to use digest 
authentication 

                        if (!www_authorize("", "sub scriber")) { 

                                www_challenge("", " 0"); 
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                                break; 

                        }; 

                        save("aliases"); 

                        save("location"); 

#                        break; 

 

                }; 

 

 

 

 

  # native SIP destinations are handled using our U SRLOC DB 

 

  if (!lookup("location") &&  

  ( uri=~"^sip:8.*@testvoip.com" | 
uri=~"^sip:8.*@testvoip2.com" ) 

  ) { 

 

#  if (!lookup("location")) { 

 

            # Voicemail specific configuration - be gin 

 

            if(method=="ACK" || method=="INVITE" ||  
method=="BYE"){ 

 

                setflag(2); 

                if(t_newtran()){ 
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                   t_reply("100","Trying -- just wa it a minute 
!"); 

 

                       if(method=="INVITE"){ 

                            log(1,"****************  vm start - 
begin ******************\n"); 

                                 
 if(!vm("/tmp/am_fifo","voicemail")){ 

                                    log("could not contact the 
answer machine\n"); 

                                    t_reply("500"," could not contact 
the answer machine"); 

                                }; 

                              log(1,"************** ** vm start - end 
******************\n"); 

                                break; 

                      }; 

 

                        if(method=="BYE"){ 

                           log(1,"**************** vm end - begin 
******************\n"); 

                                if(!vm("/tmp/am_fif o","bye")){ 

                                   log("could not c ontact the 
answer machine\n"); 

                                        t_reply("50 0","could not 
contact the answer machine"); 

                                }; 

                             log(1,"*************** * vm end - end 
******************\n"); 

                              break; 
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                         }; 

           } 

                else { 

                 log("could not create new transact ion\n"); 

                        sl_send_reply("500","could not create new 
transaction"); 

                }; 

 

 

         /* Not found*/ 

#         sl_send_reply("404","Not Found"); 

  break; 

                }; 

         # Voicemail specific configuration - end 

 break; 

 }; 

 

 # location==true,  

 # testvoip.com or testvoip2.com registered user 

 

        # send out 1800 18XX prefix to 216.234.116. 184 (FWD asterisk 
gw) 

        if (uri=~"^sip:18[0-9]*@.*") { 

  setflag(1); 

                rewritehostport("216.234.116.184:50 60"); 

                if (!t_relay()) { 

                        sl_reply_error(); 
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                }; 

                break; 

        }; 

 

       # send out 00 prefix to wholesale psnt termi nation 
voip.brujula.net 

        if (uri=~"^sip:00[0-9].*@.*") { 

               if (!is_user_in("From", "ld")) { 

                       sl_send_reply("403", "Paymen t required"); 

                       break; 

                }; 

  setflag(1); 

                rewritehostport("voip.brujula.net:5 060"); 

                if (!t_relay()) { 

                        sl_reply_error(); 

                }; 

                break; 

        };                             

 

 

 # end of if uri=myself 

 }; 

 

 

 # if not local 

 # just say 404 not found ... 
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# if (uri!=~"^sip:8.*@.*brujula.net") { 

#  sl_send_reply( "404" , "Not Found" ); 

#           break; 

# } 

 

 

        # forward to current uri now; use stateful forwarding; that 

        # works reliably even if we forward from TC P to UDP 

 

 if(method=="INVITE" || method=="BYE" || method=="A CK" ) 

  setflag(1); 

 

 if (!t_relay()) { 

  sl_reply_error(); 

 }; 

 

} 

 

4.9 SER.CFG MULTIPLE AZ TERMINATION PROVIDER WITH AUTOM ATIC BACKUP 
ROUTES 

 
Multiple AZ Termination Provider 
with Automatic Backup Routes 
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        revert_uri(); 
        rewritehostport("66.199.250.114:5060"); 
        append_branch(); 
 t_on_failure("2"); 
        t_relay_to_udp("66.199.250.114", "5060"); 
#        t_relay(); 
 
} 
�
������
��
��
,<.�2�
������������'�
�����
���	���
	
����
	������
��
�
���������
�
������ $��
���������
����
�
	��
�� !"-6/""%/;-/6+#%;%!$��
�����������
��������� $��



L INUX L IVECD V OIP SERVER A DMINISTRATOR M ANUAL  

 
66 

�����������
��'��
���� !"-6/""%/;-/6!��!#%;%!$��
������������
��' $��
�
:�
 

4.10 ASTERISK B2BUA 

 
ASTERISK B2BUA 
http://www.wifi.com.ar/english/voip.html 
 
 
 
 
ASTERISK B2BUA 
 
 
To send calls to your PSTN termination provider usi ng the B2BUA 
add this to your /usr/local/etc/ser/ser.cfg 
 
 
       # send out 222 prefix to B2BUA 
        if (uri=~"^sip:222[0-9].*@.*") { 
               if (!is_user_in("From", "ld")) { 
                       sl_send_reply("403", "Paymen t required"); 
                       break; 
                }; 
                strip (2); 
                rewritehostport("ipof.your.voipserv er:6060"); 
                if (!t_relay()) { 
                        sl_reply_error(); 
                }; 
                break; 
        }; 
 
 
- B2BUA 
to start b2bua run 
/usr/local/asterisk/usr/sbin/asterisk 
 
to connect a monitoring command line to a running a sterisk b2bua 
/usr/local/asterisk/usr/sbin/asterisk -r 
 
 
- Mysql CDR 
 
CDRs are stored on the mysql table cdr 
CDRs are guaranteed, even if the UA crashes or the PSTN gateway  
does not send a BYE message. Since the b2bua is alw ays in the call  
path, and can detect if the rtp stream has ended or  timed out. 
 
 
 
- Distributed RTP stream  
 
To do Distributed RTP streams, install a Linux Live CD VoIP Router,  
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and b2bua module in a separate machine.  
 
Replace ipof.your.voipserver:6060 for the new ip  
 
Ping times from the machine running asterisk b2bua and your pstn  
termination provider should be as small as possible  
 
 
- B2BUA demo configuration 
 
/etc/asterisk/sip.conf 
 
; 
; SIP Configuration for Asterisk 
; 
[general] 
port = 6060            ; Port to bind to 
bindaddr = 0.0.0.0     ; Address to bind to 
context = from-sip     ; Default for incoming calls  
callerid=No CallID 
rtptimeout=60 
[testvoip] 
context=testvoip 
type=friend 
host=210.90.90.90 
nat=yes 
rtptimeout=60 
disallow=all                 
allow=g729 
allow=gsm 
 
 
/etc/asterisk/iax.conf 
 
disallow=all                 
allow=ulaw                  
allow=alaw 
allow=g729 
allow=gsm 
allow=ilbc 
 
[demo] 
type=peer 
username=asterisk 
secret=supersecret 
host=216.207.245.47 
;sendani=no    
;host=asterisk.linux-support.net 
;port=5036 
;mask=255.255.255.255 
;qualify=yes    ; Make sure this peer is alive 
;jitterbuffer=no        ; Turn off jitter buffer fo r this peer 
 
[level3] 
type=peer 
username=fonosip 
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secret=secret 
host=216.19.19.19 
context=default 
;auth=md5 
 
 
/etc/asterisk/extensions.conf 
 
[testvoip] 
exten => _1.,1,Dial(SIP/${EXTEN}@203.90.90.90,,r) 
 
;exten => _1.,1,Dial(IAX2/testvoip@level3/${EXTEN})  
;exten => _011.,1,Dial(IAX2/testvoip@level3/${EXTEN }) 
 
 
/etc/asterisk/cdr_mysql.conf 
 
[global] 
hostname=localhost 
dbname=ser 
password=heslo 
user=ser 
;port=3306 
sock=/var/run/mysql/mysql.sock 
;userfield=1 
 
 
- Important configuration and startup files 
 
/usr/local/etc/ser/ser.cfg 
/etc/asterisk/sip.conf 
/etc/asterisk/iax.conf 
/etc/asterisk/extensions.conf 
/etc/asterisk/cdr_mysql.conf 
 

 
4.11 HIGH AVAILABILITY BACKUP SER MACHINE 

 
High availability SER backup machine using DNS SRV Resource 
Records. This can guarantee quality of service for large 
ITSPs or Businesses with worldwide operations. NOTE  it only 
works if the sip phone user agent (UA) supports DNS  SRV. 
 

4.11.1  EXAMPLE SER.CFG PRIMARY MACHINE 

 
Use the default config as per 6.8, importants point s to note 
are: make sure primary and seconday machine include  the 
aliases directive for the dns names of the primary and 
secondary server, such as sip.fonosip.com and 
sip2.fonosip.com 
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Each server connects to the local mysql DB, the sec onday 
server mysql DB can be updated on cron from the pri mary 
server (root) mysql db. Location table data need no t be up to 
the minute, since in the case of a failure UAs will  re-
register on the backup server 
 

4.11.2 EXAMPLE SER.CFG SECONDARY MACHINE 

 
# 
# $Id: ser.cfg,v 1.21.4.1 2003/11/10 15:35:15 andre i Exp $ 
# 
# simple quick-start config script 
# 
 
# ----------- global configuration parameters ----- ------------------- 
 
#debug=3         # debug level (cmd line: -dddddddd dd) 
#debug=1 
#fork=yes 
#log_stderror=no # (cmd line: -E) 
 
/* Uncomment these lines to enter debugging mode  
debug=7 
fork=no 
log_stderror=yes 
*/ 
 
#debug=3 
check_via=no # (cmd. line: -v) 
dns=no           # (cmd. line: -r) 
rev_dns=no      # (cmd. line: -R) 
#port=5060 
#children=4 
fifo="/tmp/ser_fifo" 
 
#listen=200.68.120.88 
#alias="brujula4.brujula.net" 
alias="testvoip.com" 
alias="testvoip2.com" 
 
 
# blind test ? 
#syn_branch=no 
 
# ------------------ module loading --------------- ------------------- 
 
# Uncomment this if you want to use SQL database 
loadmodule "/usr/local/lib/ser/modules/mysql.so" 
 
loadmodule "/usr/local/lib/ser/modules/sl.so" 
loadmodule "/usr/local/lib/ser/modules/tm.so" 
loadmodule "/usr/local/lib/ser/modules/rr.so" 
loadmodule "/usr/local/lib/ser/modules/maxfwd.so" 
loadmodule 
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"/usr/local/lib/ser/modules/usrloc.so" 
loadmodule "/usr/local/lib/ser/modules/registrar.so " 
loadmodule "/usr/local/lib/ser/modules/acc.so" 
loadmodule "/usr/local/lib/ser/modules/msilo.so" 
loadmodule "/usr/local/lib/ser/modules/domain.so" 
loadmodule "/usr/local/lib/ser/modules/nathelper.so " 
loadmodule "/usr/local/lib/ser/modules/group.so" 
 
# Uncomment this if you want digest authentication 
# mysql.so must be loaded ! 
loadmodule "/usr/local/lib/ser/modules/auth.so" 
loadmodule "/usr/local/lib/ser/modules/auth_db.so" 
 
# answering machine 
loadmodule "/usr/local/lib/ser/modules/vm.so" 
 
 
# ----------------- setting module-specific paramet ers --------------- 
 
 
# --domain module-- 
modparam("usrloc", "db_url", "mysql://ser:heslo@loc alhost/ser") 
modparam("domain", "db_mode", 1) 
modparam("domain", "domain_table", "domain") 
modparam("domain", "domain_col", "domain") 
 
# --vm params-- 
modparam("voicemail", "db_url", "mysql://ser:heslo@ localhost/ser") 
 
# --msilo params-- 
#modparam("msilo", "registrar", "sip:registrar@bruj ula4.brujula.net") 
#modparam("msilo", "db_url", "mysql://ser:heslo@loc alhost/ser") 
 
# --group authorization 
modparam("group", "db_url", "mysql://ser:heslo@loca lhost/ser") 
modparam("group", "table", "grp") 
modparam("group", "user_column", "username") 
modparam("group", "group_column", "grp") 
 
# --acc params-- 
modparam("acc", "log_level", 1) 
modparam("acc", "log_flag", 1) 
modparam("acc", "log_missed_flag", 2) 
modparam("acc", "log_fmt", "fimos") 
modparam("acc", "db_url", "mysql://ser:heslo@localh ost/ser") 
modparam("acc", "db_missed_flag", 2) 
modparam("acc", "db_flag", 1) 
 
# -- usrloc params -- 
 
#modparam("usrloc", "db_mode",   0) 
 
# Uncomment this if you want to use SQL database  
# for persistent storage and comment the previous l ine 
modparam("usrloc", "db_mode", 2) 
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# -- auth params -- 
# Uncomment if you are using auth module 
# 
modparam("auth_db", "calculate_ha1", yes) 
# 
# If you set "calculate_ha1" parameter to yes (whic h true in this 
config),  
# uncomment also the following parameter) 
# 
modparam("auth_db", "password_column", "password") 
 
# -- rr params -- 
# add value to ;lr param to make some broken UAs ha ppy 
modparam("rr", "enable_full_lr", 1) 
 
 
# -------------------------  request routing logic ------------------- 
 
# main routing logic 
 
route{ 
 
 
        # labeled all transaction for accounting 
#        setflag(1); 
 
        if(method=="INVITE" || method=="BYE") 
                setflag(1); 
 
 # initial sanity checks -- messages with 
 # max_forwards==0, or excessively long requests 
 if (!mf_process_maxfwd_header("10")) { 
  sl_send_reply("483","Too Many Hops"); 
  break; 
 }; 
 if ( msg:len > max_len ) { 
  sl_send_reply("513", "Message too big"); 
  break; 
 }; 
 
 # we record-route all messages -- to make sure tha t 
 # subsequent messages will go through our proxy; t hat's 
 # particularly good if upstream and downstream ent ities 
 # use different transport protocol 
 record_route();  
 # loose-route processing 
 if (loose_route()) { 
  t_relay(); 
  break; 
 }; 
 
 
 
        # Make MSN Messenger happy... 
#        if (method=="REGISTER") { 
#                  log(1,"Register message\n"); 
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#                  save("location"); 
#                  sl_send_reply("200","ok"); 
#                  break; 
#        }; 
 
 
   
 
 
   # send out 393 prefix to FWD 
   if (uri=~"^sip:393[0-9]*@.*") { 
      strip (3); 
      rewritehostport("fwd.pulver.com:5060"); 
                if (!t_relay()) { 
                        sl_reply_error(); 
                }; 
      break; 
   }; 
 
 
        # send out 411 to FWD (1 800 555 TELL) 
        if (uri=~"^sip:411@.*") { 
                rewritehostport("fwd.pulver.com:506 0"); 
         if (!t_relay()) { 
                 sl_reply_error(); 
  };  
 #definitely needed !      
 break; 
 }; 
 
 
 
# sems echo test, conference bridge configuration 
 
 
if( uri =~ "sip:511.*@.*" | uri =~ "sip:613@.*" | u ri =~ "sip:958.*@.*") 
{ 
 
if(method=="ACK" || method=="INVITE" || method=="BY E"){ 
        if(t_newtran()){ 
                t_reply("100","Trying -- just wait a minute !"); 
 
                        if(method=="INVITE"){ 
                                log(1,"************ **** vm start - begin 
*********\n"); 
  
 
    if( uri =~ "sip:511.*@.*" ) { 
                                if(!vm("/tmp/am_fif o","conference")){ 
                                   log("could not c ontact the conference 
machine\n"); 
                                   t_reply("500","c ould not contact the 
conference machine"); 
                                }; 
    }  
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                                if( uri =~ "sip:613 @.*" ) { 
                                if(!vm("/tmp/am_fif o","echo")){ 
                                   log("could not c ontact the echo 
machine\n"); 
                                   t_reply("500","c ould not contact the 
echo machine"); 
                                }; 
                                }   
 
 
    if( uri =~ "sip:958.*@.*" ) { 
                                if(!vm("/tmp/am_fif o","number_reader")){ 
                                   log("could not c ontact the number 
reader machine\n"); 
                                   t_reply("500","c ould not contact the 
number reader"); 
                                }; 
                                } 
 
 
                    log(1,"**************** vm star t - end 
******************\n"); 
   break; 
                        }; 
 
 
                        if(method=="BYE"){ 
                                log(1,"************ **** vm end - begin 
******************\n"); 
                                if(!vm("/tmp/am_fif o","bye")){ 
                                        log("could vm end to sems \n"); 
                                        t_reply("50 0","could not contact 
sems"); 
                                }; 
                                log(1,"************ **** vm end - end 
******************\n"); 
                                break; 
                         }; 
                } 
                else { 
                        log("could not create new t ransaction\n"); 
                        sl_send_reply("500","could not create new 
transaction"); 
                }; 
}; 
} 
 
 
 
 
 
 
 # if the request is for other domain use UsrLoc 
 # (in case, it does not work, use the following co mmand 
 # with proper names and addresses in it) 
 



L INUX L IVECD V OIP SERVER A DMINISTRATOR M ANUAL  

 
74 

 if (uri==myself | uri=~"^sip:.*@testvoip.com"  
  | uri=~"^sip:.*@testvoip2.com" ) { 
 
        if (method=="REGISTER") { 
 
                        # Uncomment this if you wan t to use digest 
authentication 
                        if (!www_authorize("", "sub scriber")) { 
                                www_challenge("", " 0"); 
                                break; 
                        }; 
                        save("aliases"); 
                        save("location"); 
#                        break; 
 
                }; 
 
 
 
 
  # native SIP destinations are handled using our U SRLOC DB 
 
  if (!lookup("location") &&  
  ( uri=~"^sip:8.*@testvoip.com" | 
uri=~"^sip:8.*@testvoip2.com" ) 
  ) { 
 
#  if (!lookup("location")) { 
 
            # Voicemail specific configuration - be gin 
 
            if(method=="ACK" || method=="INVITE" ||  method=="BYE"){ 
 
                setflag(2); 
                if(t_newtran()){ 
 
                   t_reply("100","Trying -- just wa it a minute !"); 
 
                       if(method=="INVITE"){ 
                            log(1,"****************  vm start - 
begin ******************\n"); 
                                  if(!vm("/tmp/am_f ifo","voicemail")){ 
                                    log("could not contact the answer 
machine\n"); 
                                    t_reply("500"," could not contact the 
answer machine"); 
                                }; 
                              log(1,"************** ** vm start - end 
******************\n"); 
                                break; 
                      }; 
 
                        if(method=="BYE"){ 
                           log(1,"**************** vm end - begin 
******************\n"); 
                                if(!vm("/tmp/am_fif o","bye")){ 
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                                   log("could not c ontact the answer 
machine\n"); 
                                        t_reply("50 0","could not contact 
the answer machine"); 
                                }; 
                             log(1,"*************** * vm end - end 
******************\n"); 
                              break; 
                         }; 
           } 
                else { 
                 log("could not create new transact ion\n"); 
                        sl_send_reply("500","could not create new 
transaction"); 
                }; 
 
 
         /* Not found*/ 
#         sl_send_reply("404","Not Found"); 
  break; 
                }; 
         # Voicemail specific configuration - end 
 break; 
 }; 
 
 # location==true,  
 # testvoip.com or testvoip2.com registered user 
 
        # send out 1800 18XX prefix to 216.234.116. 184 (FWD asterisk gw) 
        if (uri=~"^sip:18[0-9]*@.*") { 
  setflag(1); 
                rewritehostport("216.234.116.184:50 60"); 
                if (!t_relay()) { 
                        sl_reply_error(); 
                }; 
                break; 
        }; 
 
       # send out 00 prefix to wholesale psnt termi nation 
voip.brujula.net 
        if (uri=~"^sip:00[0-9].*@.*") { 
               if (!is_user_in("From", "ld")) { 
                       sl_send_reply("403", "Paymen t required"); 
                       break; 
                }; 
  setflag(1); 
                rewritehostport("voip.brujula.net:5 060"); 
                if (!t_relay()) { 
                        sl_reply_error(); 
                }; 
                break; 
        };                             
 
 
 # end of if uri=myself 
 }; 
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 # if not local 
 # just say 404 not found ... 
 
# if (uri!=~"^sip:8.*@.*brujula.net") { 
#  sl_send_reply( "404" , "Not Found" ); 
#           break; 
# } 
 
 
        # forward to current uri now; use stateful forwarding; that 
        # works reliably even if we forward from TC P to UDP 
 
 if(method=="INVITE" || method=="BYE" || method=="A CK" ) 
  setflag(1); 
 
 if (!t_relay()) { 
  sl_reply_error(); 
 }; 
 
} 

4.11.3 EXAMPLE DNS SRV RECORDS 

 

;SRV Services 
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4.11.4 EXAMPLE MULTIPLE GEOGRAPHIC B2BUA CONFIGS 

 
Use the following ser.cfg lines to point to the cor rect b2bua machine 
 
 
 
On the remote b2bua machine, point the CDR informat ion to the central 
MYSQL db 
 
 
 
 
4.12 IPTABLES FILTERING AND SECURITY 

 
You can secure UDP and TCP traffic with the integra ted iptables software, 
example configs follow: 
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5  SIP EXPRESS ROUTER (SER) 

 
5.1 INTRODUCTION TO SER 

SIP Express Router (SER) is an industrial-strength,  VoIP server based on 
the Session Initiation Protocol (SIP, RFC3261). It is engineered to power 
IP telephony infrastructures up to large scale. 
 
5.2 REQUEST ROUTING AND SER SCRIPTS 

 
The most important concept of every SIP server is t hat of request 
routing. The request routing logic determines the n ext hop of a request. 
It can be for example used to implement user locati on service or enforce 
static routing to a gateway. Real-world deployments  actually ask for 
quite complex routing logic, which needs to reflect  static routes to PSTN 
gateways, dynamic routes to registered users, authe ntication policy, 
capabilities of SIP devices, etc.  
 
SER's answer to this need for routing flexibility i s a routing language, 
which allows administrators to define the SIP reque st processing logic in 
a detailed manner. They can for example easily spli t SIP traffic by 
method or destination, perform user location, trigg er authentication, 
verify access permissions, and so on.  
 
The primary building block of the routing language are actions. There are 
built-in actions (like forward for stateless forwar ding or strip for 
stripping URIs) as well as external actions importe d from shared library 
modules. All actions can be combined in compound ac tions by enclosing 
them in braces, e.g. {a1(); a2();}. Actions are agg regated in one or more 
route blocks. Initially, only the default routing b lock denoted by 
route[0] is called. Other routing blocks can be cal led by the action 
route(blocknumber), recursion is permitted. The lan guage includes 
conditional statements.  
 
The routing script is executed for every received r equest in sequential 
order. Actions may return positive/negative/zero va lue. Positive values 
are considered success and evaluated as TRUE in con ditional expressions. 
Negative values are considered FALSE. Zero value me ans error and leaves 
execution of currently processed route block. The r oute block is left 
too, if break is explicitly called from it.  
 
The easiest and still very useful way for ser users  to affect request 
routing logic is to determine next hop statically. An example is routing 
to a PSTN gateway whose static IP address is well k nown. To configure 
static routing, simply use the action forward( IP_a ddress, port_number). 
This action forwards an incoming request "as is" to  the destination 
described in action's parameters.  
 
Example 2-1. Static Forwarding 
 
# if requests URI is numerical and starts with 
# zero, forward statelessly to a static destination  
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if (uri=~"^sip:0[0-9]*@iptel.org") { 
    forward( 192.168.99.3, 5080 ); 
}  
   
However, static forwarding is not sufficient in man y cases. Users desire 
mobility and change their location frequently. Lowe ring costs for 
termination of calls in PSTN requires locating a le ast-cost gateway. 
Which next-hop is taken may depend on user's prefer ences. These and many 
other scenarios need the routing logic to be more d ynamic. We describe in 
Section 2.2 how to make request processing subject to various conditions 
and in Section 2.3 how to determine next SIP hop.  
 
 
 
 

5.2.1 CONDITIONAL STATEMENTS 

 
A very useful feature is the ability to make routin g logic depend on a 
condition. A script condition may for example disti nguish between request 
processing for served and foreign domains, IP and P STN routes, it may 
split traffic by method or username, it may determi ne whether a request 
should be authenticated or not, etc. ser allows adm inistrators to form 
conditions based on properties of processed request , such as method or 
uri, as well as on virtually any piece of data on t he Internet.  
 
Example 2-2. Conditional Statement 
 
This example shows how a conditional statement is u sed to split incoming 
requests between a PSTN gateway and a user location  server based on 
request URI.  
 
# if request URI is numerical, forward the request to PSTN gateway... 
if (uri=~"^sip:[0-9]+@foo.bar") { # match using a r egular expression 
    forward( gateway.foo.bar, 5060 ); 
} else { # ... forward the request to user location  server otherwise 
    forward( userloc.foo.bar, 5060 ); 
}; 
   
Conditional statements in ser scripts may depend on  a variety of 
expressions. The simplest expressions are action ca lls. They return true 
if they completed successfully or false otherwise. An example of an 
action frequently used in conditional statements is  search imported from 
textops module. search action leverages textual nat ure of SIP and 
compares SIP requests against a regular expression.  The action returns 
true if the expression matched, false otherwise.  
 
Example 2-3. Use of search Action in Conditional Ex pression 
 
# prevent strangers from claiming to belong to our domain; 
# if sender claims to be in our domain in From head er field, 
# better authenticate him  
if (search("(f|From): .*@mydomain.com)) { 
    if (!(proxy_authorize("mydomain.com" 
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/* realm */,"subscriber" /* table name */ ))) { 
           proxy_challenge("mydomain.com /* ream */ , "1" /* use qop */ ); 
           break; 
    } 
} 
        
 
As modules may be created, which export new functio ns, there is virtually 
no limitation on what functionality ser conditions are based on. 
Implementers may introduce new actions whose return  status depends on 
request content or any external data as well. Such actions can query SQL, 
web, local file systems or any other place which ca n provide information 
wanted for request processing.  
 
Furthermore, many request properties may be examine d using existing 
built-in operands and operators. Available left-han d-side operands and 
legal combination with operators and right-hand-sid e operands are 
described in Table 2-1. Expressions may be grouped together using logical 
operators: negation (!), AND (&&), OR ( || and prec edence parentheses 
(()).  
 
 
 
 

5.2.2 OPERATORS AND OPERANDS 

 
There is a set of predefined operators and operands  in ser, which in 
addition to actions may be evaluated in conditional  expressions.  
 
Left hand-side operands, which ser understands are the following:  
 
 
method, which refers to request method such as REGI STER or INVITE  
 
uri, which refers to current request URI, such as " sip:john.doe@foo.bar"  
 
 
 Note that "uri" always refers to current value of URI, which is subject 
to change be uri-rewriting actions.  
  
 
 
src_ip, which refers to IP address from which a req uest came.  
 
 
 Note that comparison of src_ip to an IP address ma y cause DNS lookups 
and delay request processing. To avoid DNS lookups,  don't enclose IP 
addresses in quotes. Otherwise, reverse DNS lookup can be performed to 
compare to host aliases.  
  
 
dst_ip refers to server's IP address at which a req uest was received  
 
src_port port number from which a SIP request came  


